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Abstract - The Internet has become a critical front in the war on terrorism. This is possibly due to the low degree of
control enforced by popular user-contributed sites, such as Facebook, Picasa, and Twitter. The ability to generate
unverified accounts, which is crucial to preserving the privacy of honest citizens, has created a fertile environment for
malicious users and cyber criminals. Despite much progress in the area of Web security, including cryptography,
intrusion detection, and artificial intelligence, this problem is largely unsolved, and while some non-user-centered
problems have been addressed quite effectively by means of automated filters and advanced machine learning
techniques, malicious individuals are still able to push their agendas almost undisturbed.

Existing solutions synthesize human behavior in an oversimplified manner, and are often unable to model the
complexity underlying the cognitive decision to do harm. From the social science perspective, complementary and
sometimes contrasting theories of deviance have been proposed, but none has been applied to early detection of deviance
in the cyber context.

This talk will discuss social science and computational methodologies to build a socio-computational
framework that takes an intelligence-driven approach to this problem. We discuss game theoretic models aiming at
understanding the behavior of normal and deviant users engage in online networks, and show results of our study of the
evolution of deviant behavior within this context. Further, we present results so far from our studies related to detecting
and classifying user-contributed content as indicative of deviant behavior (e.g., cyberbullies). We conclude with an
outlook at our unsolved research challenges in the space of detection of deviant behavior.
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